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Amendments To The Claims 

The listing of claims presented below will replace all prior versions, and listings, 
of claims in the application. 
Listing of claims: 

1 . (Currently Amended) A method for realizing d ata security stor ag e and a l gor i thm 
algorithms storage by means of a removable semiconductor memory device, wherein 
the semiconductor memory device comprises a controller module as well as a universal 
interface module and a semiconductor storage medium module electrically connected 
with the controller module, respectively, wh e r ei n th e s e m i conductor storag e m e dium 
modul o compris e s on e or mor e s e miconductor chips, characterized in that the 
method comprises the steps of: 

dividing the semiconductor storage medium module into at least two logic 
memory spaces; 

using at least one of the logic memory spaces for storing data to b e pro t ected, 
where i n d a ta to be protected compris e s an algor i thm algorithms, wherein the 
algorithms comprise self-defined algorithms ; 

setting up a nd stor i ng a password for th e s e miconductor m e mory d e vic e 
and sa i d at l e ast on e logic m e mory spac e ; 

certifying the password befor e read/writ e op e ration; 

wh e n wr i ting th e data to be pr otected in the semico n d uc to r m emory dev i ce, 
the co nt rol l er mo d u le r ecei v i ng th e data from th e un i v e rsa l i nterface and, after 
e ncrypt i ng the data, storing the encrypted data in th e s e m i conductor storag e 
mediu m modu le; and 
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wh o n r e ading th o data to b o prot o ct o d from tho s o miconductor m e mory 
de vi ce, th e con tr oll er modu l e decrypt i ng the data and transmitt i ng the decrypt e d 
data v i a th e univ e rsa l int e rfac e; 

w hen e x ecu t i ng an a l gorithm stored in the sem i conductor storage medium 
module, the contro l ler modu le r e c e iving an a l gor i thm i nvok i ng param e t e r from 
th e univ e rsa l int e rfac e , d e crypting th e a l gor i thm corr e sponding to th e a l gorithm 
invoking par a met er, execut i ng the decrypted a l gorithm, and transm i tting a resu l t 
of th o e x e cut i on via th o univ e rsa l int e rface when realizing legal software 
protection through the algorithms, the method further comprises: 

1) sending the algorithm involking instruction by a host in which a legal 
software is stored to a driver program of the semiconductor memory device 
through an API function invocation in the legal software, wherein the algorithm 
invoking instruction is then transmitted from the driver program to the controller 
module via the universal interface; 

2) loading and running codes of an algorithm corresponding to a parameter 
of the algorithm invoking instruction to a designated address in the 
semiconductor memory device by the controller module, wherein a notice of 
algorithm invoking operation success is then returned to the driver program 
through the universal interface; 

3) returning the notice to the API function invocation from the driver 
program; 

4) when the legal software receives the notice, transmitting an inguiry 
command to the semiconductor memory device, and the semiconductor memory 
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device returning a reply result created by the algorithm; and 

5) the legal software being corresponding state according to the returned 

reply result . 

2. (canceled) 

3. (currently amended) The method for realizing data s e cur i ty storag e and 
algor i thm algorithms storage by means of a semiconductor memory device of claim 1 , 
characterized in that the semiconductor storage medium module comprises a storage 
medium, or a combination of at least two storage media. 

4. (currently amended) The method for realizing data s e cur i ty storag e and 
a l gor i thm algorithms storage by means of a semiconductor memory device of claim 1, 
characterized in that the semiconductor memory device and said at least one logic 
memory space set up at least two levels of users passwords. 

5. (currently amended) The method for realizing data s e curity storag e and 
a l gorithm algorithms storage by means of a semiconductor memory device of claim 4, 
characterized in that certification of user passwords is implemented before operation in 
all logic memory spaces, or before operation in the logic memory spaces storing the 
data to b o prot o ct o d algorithms . 

6. (currently amended) The method for realizing data security storag e and 
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algor i thm algorithms storage by means of a semiconductor memory device of claim 1 , 

4 or 5, characterized by setting up a database, and conducting access and authority 

management to the dat a t o b o prot e ct e d algorithms by way of the database. 



7. (currently amended) The method for realizing data s e cu rity stor a ge and 
algor i thm algorithms storage by means of a semiconductor memory device of claim 
[[6]] 1. characterized in that th e authority compr i s e s r e ading authority, writ i ng 
authority, modify i ng authority, d e l e t i ng authority and e x e cuting autho ri ty , e ach 
author i ty having th o moan i ng of: 

R eading au t h ority: only a ll owing r e ad i ng r e cord data in th e databas e ; 

Wr i ting author i ty: on l y allowing writing n e w data i n the dat a base, but not 
cov e r i ng tho r e cord data with th o sam e record t i t l e; 

Mod i fy i ng author i ty: on l y a ll ow i ng wr i ting data in the databas e and 
cov e ring th e r e cord data with th e sam e record t i tl e ; 

D ele t i ng authority: al l owi n g de leting the databas e or r e cords th e r e in; 

Executing author i ty: a l low i ng e x e cuting r e cord co des i n the d a tab as e, 
which i s an autho r ity w i t h r e sp e ct to a s e lf - d e fin e d a l gorithm or function cod e 
and it is invalid to d e s i gnat e an e x e cuting aut hori t y for n or mal re co rd data after 
the step 1), the process of realizing legal software protection further comprises: 

the semiconductor memory device certifying whether the parameter of the 
algorithm invoking instruction has been falsified, and if so, guitting the algorithm 
invoking operation . 
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8. (currently amended) The method for realizing data s e curity storag e and 
algor i thm algorithms storage by means of a semiconductor memory device of claim 1 , 
characterized in that at l e ast on e of the l og i c memory spac e s i s us e d for stor i ng 
data that do e s not n oo d prot o ct i o n after the step 1), the process of realizing legal 
software protection further comprises: 

the semiconductor memory device certifying an access authority of a user, 
and if the user does not have the access authority for algorithm, returning an 
authority error code . 

9. (currently amended) The method for realizing dat a se cur i ty storag e and 
algor i thm algorithms storage by means of a semiconductor memory device of claim 1 , 
characterized in that an anti-falsifying identification is performed to identify whether the 
transmitt e d or stored [[data]] algorithms is falsified or not. 

10. (currently amended) The method for realizing data s e curity sto r ag e and 
algorithm algorithms algorithm storage by means of a semiconductor memory device 
of claim 9, characterized in that dur i ng transm i tt i ng o r stor i ng data, the anti - 
falsifying id e nt i f i cat i on compr i s e s th e st e ps of : 

A. invok i ng an e ncrypting a l gorithm to conv e rt o rigina l data to obtain a 



valu e X; 



B. packing th e origina l dat a and the 



va l u e X according to 



certain a format to form a data packag e ; 



C. transmitt i ng or stor ing the data packag e ; and 
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during r e c e iv i ng or r e ad i ng dat a, t h e anti - fa l s i fying i d e nt i ficat i on m e thod 

comprise s the s t e ps of: 

A. unpack i ng the data packag e accord i ng to th e format to obta i n th e 
un pa cke d orig i nal data and th e conv e rs i on valu e X; 

B. invok i ng th e e ncry pting alg orithm to ca l culat e a conv e rsion valu e of th e 
unpack e d orig i nal data to obta i n a conv e rsion value Y; 

C. compar i ng th e ca l cu l at e d conv e rsion va l ue Y and th e conv e rs i on valu e X 
to s e e wh e th e r th e y aro e qual to each oth e r; 

D. i f th e compared result is that Y and X ar e equa l , i nd i cating th e data that 
have has not b ee n fa l s i f ie d, and oth e rw i s e i n di cating that th e data has b ee n 
fals i f i ed after the step 1), the process of realizing legal software protection further 
comprises: 

the semiconductor memory device decrypting the algorithm, and if a 
process of decrypting and reading is not success, returning an algorithm error 
code . 

1 1 . (currently amended) The method for realizing data secur i ty storag e and 
algor i thm algorithms storage by means of a semiconductor memory device of claim 1 
[[or 9]], characterized by us i ng random l y chang e abl e s e ssion k e y to e ncrypt the 
data during th e data transmission in that the algorithm invoking operation is 
circulated continuously at random interval, and if the semiconductor memory 
device fails to be detected, the algorithm is not invoked and the legal software 
quits . 
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12. (currently amended) The method for realizing data secur i ty storage and 
algorithm algorithms storage by means of a semiconductor memory device of claim 
[[11]] 7, characterized in that tho stop o f using random l y chang o abl o s e ssion k o y to 
e ncrypt data compr i s e s th e st o ps of: 

A. at the beginn i ng of th e data transmiss i on, trans missio n e nd transm i tting 
a r e qu e st of e xchanging s e ssi on ke y and i ntroduc i ng at le ast on e random numb e r; 

B . aft e r ro c oi ving th o e xchanging s e ssion k o y r e qu e st, th o s o miconductor 
m e mory d e v i c e random l y cr e ating at le ast on e r and o m number, conv e rt i ng th e 
r e c ei v e d random numb e r and th e cr e at e d random numb e r by a key g e n e rating 
algor i thm to produc e a sess i on koy, and th e n r e turning th o random numb e r 
cr e at e d by th e s e m i conductor m e mory d e vic e to th e transmission e nd; 

C. aft e r the tra ns m i ssi o n e nd receives th e r e turn e d random numb e r, 
co n v er t i ng th e r e turned random numb e r and th e random numb e r i ntroduc e d by 
th e transmiss i on e nd i ts el f w i th th e k e y gener ating a l gor i thm to produce the 
session key the algorithm invoking operation is circulated continuously at 
random interval, and if the semiconductor memory device fails to be detected, the 
algorithm is not involked and the legal software quits . 

13. (currently amended) The method for realizing da ta secu r i ty storag e and 
a lgorith m algorithms storage by means of a semiconductor memory device of claim 
[[1]] 8, characterized in that tho data to b e prot e ct e d inc l ud e docum e nts, 
passwords , c i pher k e ys , ac count numbers, d i g i ta l cert i ficat e s, e ncrypting 
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algorithm, s ol f d o f i n o d algorithm, usor i nformat i on and us o r s o lf d o finod data the 

algorithm invoking operation is circulated continuously at random interval, and if 

the semiconductor memory device fails to be detected, the algorithm is not 

invoked and the legal software quits . 

14-21. (canceled) 

22. (new) The method for realizing algorithms storage by means of a 
semiconductor memory device of claim 10, characterized in that the algorithm 
invoking operation is circulated continuously at random interval, and if the 
semiconductor memory device fails to be detected the algorithm is not invoked 
and the legal software quits. 
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